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KPMG assessed AT&T's operational practices and controls and determined that they are suitably designed 
and are operated effectively to achieve the security, availability, and reliability control-objectives with no 
exceptions.   The review and testing of AT&T's operational practices and controls, evaluated the adequacy 
of the following processes, activities, and operational control objectives: 

?       Client Service Requests and Provisioning (Client service requests are properly processed.) 

?       Reactive and Proactive Network Management (Client network problems are identified and 
corrected promptly.  Service Level Agreements are established and performance is tracked.) 

?       Overall Security Management (Company updates, communicates, monitors, and reviews its 
security policies.) 

?       Logical Security (User access to the computer operating system, programs, and data is 
restricted to authorized personnel.) 

?       Physical Security (Physical access to computer resources is restricted and authorized.) 

?       Systems Development and Maintenance Activities (We provide assurance that GEMS 
software components are maintained according to an established process that is monitored 
by management.) 

?       Computer Operations  (Core systems remain in operation to enable continuous processing of 
the client's service requests, and failures are identified and resolved in a timely manner.) 

Since the completion of the audit for the timeframe from March 1, 2005 to Nov. 30, 2005, there have 
been no significant changes in process, procedure, or infrastructure that might affect the audit findings.  
The completion of  AT&T’s SAS 70 Type II Audit with no exceptions substantiates AT&T's dedication to 
providing Hosting and enterprise networking solutions in a secure and reliable environment.   More 
importantly, a clean SAS 70 Type II Audit means that you can use our services with confidence and that 
you can focus your resources on doing what you do best - running your business. 
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